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Applicability. This regulation applies to
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Suggested improvements. Users are
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Chapter 1
Introduction

1-1. Purpose. This regulation establishes the policy, procedures and guidelines for
standardizing the access control requirements for entering the FMMC relating to
identification documents, vehicle registration, and temporary passes.

1-2. References. Related publications are listed below:

a. Army Regulation {AR) 190-5, Motor Vehicle Traffic Supervision, 22 May 2006.

b. AR 1980-14, Carrying of Firearms and Use of Force for Law Enforcement and
Security Duties, 12 March 1993.

c. AR 190-16, Physical Security, 31 May 1991.
d. AR 525-13, Antiterrorism, 4 January 2002.

e. AR 600-8-14, Identification Cards for Members of the Uniformed Services, their
Eligible Family Members, and Other Eligible Personnel, 20 December 2002.

f. MSG, HQDA, DACS-ZA, 270100Z March 2001, subject: Installation Security.

g. MSG, HQDA, DAMO-ODL, 302100Z August 2001, subject: Display of Vehicle
Regisiration Decal.

h. Military District of Washington Access Control Training Support Package, dated,
15 January 2003.

i. FMMC Policy Memorandum ES-2, Contractor Security and Access Control
Requirements, dated, 29 November 2007.

1-3. Policy.

a. Installation commanders are duty bound to ensure proactive and vigilant
measures are in place for securing access related materials to include identification
cards (ID), temporary passes, military uniforms, and equipment. Accountability is
paramount for sound operational security.

b. Reference 1-2.d. (above) requires installations to verify the identity of all
personnel entering U.S. Army installations, facilities, and activities.




Chapter 2
Procedures

2-1. ldentification documents. These documents are used to verify the identity of
individuals attempting to gain access onto FMMC. When conducting 100 percent,
hands-on identification verification checks on FMMC, Security Forces (SF) will verify the
identification of individuals using one of the following documents/methods:

a. Distinctive 1D Cards. The Department of Defense (DoD) provides members of
the uniformed services with a distinctive ID card identifying them as Active Duty, Guard,
Reserve, or retired members. The DoD also issues eligible family members and other
authorized individuals a distinctive ID card allowing them to receive uniformed services
benefits. The following identifies these types of ID cards in addition to service-specific
civilian ID cards:

(1) Common Access Card (CAC).

(2) DD Form 2 ACT, Armed Forces of the United States Identification Card
(Active) (Green).

(3) DD Form 2 ACT, Armed Forces of the United States Geneva Convention
Identification Card (Active) (Green).

(4) DD Form 2 RET, United States Uniformed Services ldentification Card
{(Retired) (Blue).

(5) DD Form 2 RES, Armed Forces of the United States Geneva Convention
Identification Card (Reserve) (Green).

: (6) DD Form 2 RES, Armed Forces of the United States Geneva Convention
Identification Card (Reserve) (Red).

- (7) DD Form 2 RESRET, United States Uniformed Services Identification Card
(Reserve Retired) (Red).

(8) DD Form 1173, Uniformed Services Idenitification and Privilege Card (Tan).

(9) DD Form 1173, United States Uniformed Services Identification and
Privilege Card (Tan).

(10) DD Form 1173-1, Department of Defense Guard and Reserve Family
Member Identification Card (Red).

(11) DD Form 1173-1, United States Uniformed Servrces Identification and
Privilege Card (Red).

(12) DD Form 489, Geneva Convention Identity Card for civilians who
accompany the Armed Forces.




(13) DD Form 1934, Geneva Convention Identity Card for Medical and
Religious Personnel who serve in or accompany the Armed Forces.

(14) DD Form 2764, United States DoD/Uniformed Services Civilian Geneva
Convention Identification Card (Tan).

(15) DD Form 2765, Department of Defense/Uniformed Services Identification
and Privilege Card (Tan).

(16) DA Form 1602, Civilian Identification Card.
(17) AF Form 354, Civilian Identification Card.
(18) Common Access Card (CAC), DoDCIO/OUSD (P&R).

(19) DD Form 2574, Armed Forces Exchange Services Identification and
Privilege Card.

b, Valid State Driver's License or State Identification Card with Photo. [f the state
driver's license or identification card lacks a photo, the driver's license must be cross-
referenced with another form of picture identification.

c. In the event an individual does not have one of the verification documents listed
above, then they must present two forms of identification. One being an identification
card with photo (i.e., security badge).

d. In the National Capital Region there are dozens of security badges. Security
badges are designed for an individual to gain access into a building not an installation.
Installations will not accept security badges as a sole identification document. The
security badge must be used in conjunction with another form of identification. With the
exception of a photo and person’s name, security badges lack sufficient data to identify
the bearer. Also, security badges are not linked to a central database that can be

'cross-referenced by law enforcement. -

2-2. Installation access.

a. Unimpeded access (unless search measures have been directed) to FMMC is
reserved for the following:

(1) DoD identification cardholder with a DoD vehicle registration decal (DD
Form 2220) affixed to their vehicle.

(2) DoD identification cardholder with an installation or Centralized Operations
Police Suite (COPS) program generated temporary vehicle pass.

(3) Individuals with a valid COPS generated installation visitor badge and
COPS vehicle pass.




(4) Federal, state, and local officials driving official and emergency vehicles
(non-emergency capacity) must present their credentials. Any Federal, State, or local
law-enforcement officer who is on-duty or off-duty, but has official business and
presents official law-enforcement credentials shall be granted access to the facility
without being searched. Military Police, DA Civilian Police or members of the Security
Forces and Contract Security Guards with guestions shall contact the desk sergeant for
any clarifications. All Federal, State, and/or local emergency vehicles responding to an
emergency (mutual aid plan) on the installation must notify the installation police station.
If not, the police station must verify with responding emergency agency.

(5) Pedestrians and bicyclists with DoD identification card or COPS generated
visitor's badge with appropriate verification documents.

(6) Verification documents do not automatically constitute unimpeded access.
Pedestrians, bicyclists, and vehicle operators may be subject to magnetometer and
vehicle screening IAW the senior mission commander's (SMC) force protection
directives.

b. Controlled Access — Individuals (i.e., contraciors, volunteers, former family
members, MWR event attendees, visitors, etc.) attempting to gain access onto FMMC
will be directed to either an Information Point/Search Point or Visitor Control Center
(VCC) for processing. (See Installation Access Control Matrix at Figure 2-1.)

(1) Information Point/Search Point. One-day visitors will be processed at the
information point in the following manner:

(a) Ask destination and reason for entering the installation.

(b) Verify the identity of the driver by inspecting their state driver's license with
photo.

(c) Verify the identity of all passengers, pedestrians, and bicyclists by
inspecting a DoD Identification Card, valid state driver's license, state identification card
with photo, or two forms of identification, one of which must have a photo.

(d) If an individual in the vehicle does not have the proper identification
documents (i.e., family member not old enough for an ID card, someone forgot a form of
ID, etc.), the individual can be sponsored by a DoD cardholder in the vehicle or from the
sponsoring activity.

(e) Log-in the vehicle.

(f) Inthe event that the individual(s) will be staying on FMMC for an extended
period, after completing log-in procedures, direct the visitor to the Fort Myer or Fort
McNair Provost Marshal Office to obtain an extended temporary vehicle pass and visitor
badge using the COPS program.



(2) Juveniles entering the installation.

(a) Juveniles (Personnel under age of 18) entering the installation and driving a
vehicle with a DoD decal are required to possess identification as outlined in 2-1.

(b) Juveniles without identification entering the installation will be held at the
gate until a parent or guardian can be contacted and arrives at the gate. This additional
security measure is designed to protect their safety. :

(c) Juvenile passengers in a vehicle are not required to show identification if
they are with a parent or guardian.

(d) Juvenile passengers in a vehicle driven by another juvenile are required to
show military identification. If the juvenile does not have in their possession the
required military identification, all juveniles in the vehicle (or entering by walking) will be
held at the gate until a parent, guardian or the adult host of the juvenile can be
contacted and arrives at the gate to verify identity.

'(3) Visitor Control Centers: Will process visitors in the foliowing manner:
(a) Ask destination and reason for entering the installation.

(b) Verify the identity of the driver by inspecting their state driver’s license with
photo.

(c) Verify the identity of all passengers, pedestrians, and bicyclists by
inspecting their DoD identification card, valid state driver's license, state identification
card with photo, or two forms of identification. '

(d) If an individual in the vehicle does not have the proper identification
documents, the individual can be sponsored by a DoD cardholder in the vehicle or from
the sponsoring activity.

(e) Either log-in the vehicle and issue an installation specific vehicle pass for
one day or just complete vehicle log-in procedures.

_ (f) In the event that the individual(s) will be staying on the installation for an
extended period of time (2 days or more), a COPS generated temporary vehicle pass
will be issued. [f the visitor does not possess a DoD identification card, a COPS
generated visitor badge will be issued for the duration of the visit.

2-3. Vehicle registration. Permanent decal vehicle registration is mandatory on all
FMMC. Vehicle registration involves the issuance of DD Form 2220 for the registered
vehicle. Registration decals from active duty military installations (i.e., Coast Guard, Air
Force, Marine Corps, or Navy) or other activities will be honored. Privately owned or
leased motor vehicles to include automobiles, motor homes, motorcycles, motor
scooters, and motorized bicycles that are owned by personnel who reside, perform duty,
or are employed on FMMC will be registered in the Vehicle Registration System (VRS).




a. Registration will be completed within 5 working days of arrival on station or
acquisition of such vehicle. The Garrison Commander or his representative can grant
limited temporary registration for up to 45 days, pending permanent registration, or in
other circumstances for longer terms.

b. Owners are required to maintain their vehicles in accordance with AR 190-5
and the requirements of the state in which they are registered.

c. Each operator of a military or privately owned motorcycle authorized to operate
on FMMC will complete an Army approved motorcycle safety course. Individuals must
show proof of completing the course when registering the motorcycle. Individuals who
have not completed an Army approved motorcycle safety course may not register or
operate a motorcycle on post.

d. The following personnel are authorized permanent vehicle registration:

(1) Active duty military.

(2) Retired military.

(3) Family members of active duty and retired military.
(4) Civilian emplioyees (CPO/NAF).

(5) Retired civilian employees and family members.
(6) Reserve and National Guard.

(7) Armed services secretaries.

(8) Members of Congress.

(9) Designated members of the diplomatic corps.

(10) Designated political appointees.

(11) Un.ited States Army FMMC contractor personnel expected to work on the
installation for more than one year.

(12) Persons who live and work on the installation will provide a letter of
employment.

(13) Contractors with a contract for more then one year and who are issued a
CAC.




e. The following documents are required for vehicle registration:

(1) A valid state registration certificate. For individuals registering a privately
owned vehicle that is not in his/fher name, a lease agreement, power of attorney, or
notarized statement from the owner of the vehicle specifying the inclusive dates for
which permission to use the vehicle has been granted is required. (Verbal permission
from the owner of the vehicle is not an exception to this requirement.} -

(2) A valid operator's permit from either the state or territory of home of record
or state in which current duty assignment is required.

(3) A valid insurance card in compliance with the minimum requirements of the
automobile insurance laws or regulations of the state in which the vehicle is registered.

(4) A valid military, military retiree, family member, DoD civilian employee, DoD
retiree identification card. Contractors or employers working on the installation will fax a
letter to the PMO showing that the individual works for that agency and a time period of
employment.

(5) Satisfactory completion of a safety and mechanical vehicle inspection by the
licensing state or jurisdiction (if required).

f. Upon verification of the above documents, the individual will complete DA Form
3626 (Vehicle Registration/Driver Record) and be issued a DD Form 2220 (Department
of Defense Vehicle Registration Decal), installation {ab, and an expiration decal. Non-
DoD ID card holders will be issued a COPS pass not to exceed 1 (one) year.

g. Decals: DoD registration decals for vehicle registration will be issued in one
color, white field with blue lettering. Installation tabs will be issued in four colors.

(1) Blue - commissioned and warrant officers: active, reserve, and retired.
(2) Red - enlisted personnel: active, reserve, and retired.

_ (3) Green - DoD installation civilian employees (including NAF employees) and
retired civilian employees.

(4) Black — Contractor personnel and other civilians employed on the
installation, to include volunteers at installation activities.

h. Expiration decals will be a three letter month and a two number year. The
expiration will coincide with the expiration of the 1D or no more than 4 years if the ID is
indefinite. (See Figure 2-2 for the components of a properly registered vehicle.)

i. Decals will be affixed to the outside of the windshield. Positioning of the decal
will vary depending upon in which state the vehicle is registered. VCC personnel will
provide positioning guidance during registration. (See Figure 2-3 for the proper
placement of a vehicle registration decal, DD Form 2220.)




j. 'In accordance with Headquarters, Department of the Army Message, 302100
Aug 01, Display of Vehicle Registration Decal, the following personnel are exempt from
the AR 190-5 requirement to affix the DD Form 2220 to the windshield or front bumper
of the registered vehicle. These individuals may present the DD Form 2220 on a plaque
or a laminated plaque issued by the Vehicle Control Center.

(1) Gener_al officers and flag officers of the armed services.
(2) Armed services secretaries.
(3) Political appointees. |
(4) Members of Congress.
(5) Members of diplomatic corps.
2-4. Termination of registration.

a. When a vehicle registrant sells or otherwise disposes of a vehicle; is released
from active duty; is separated from service (ETS, unless receiving medical, PX,
commissary or TA ID for school); or terminates his/her civilian employment with FMMC,
AR 180-5 requires the following:

{1) Remove all decals from the vehicle.

(2) Report to the VCC/Provost Marshal Office (PMO) with the remnant of the
decals, one copy of orders, and clearance papers.

b. Personnel who are transferred to a new duty station within CONUS wiill
annotate the DoD registration number on their installation clearance papers and report
to the VRS section. Personnel who are transferred outside of CONUS must remove the
decal and turn it in when clearing. If the service member is not taking the family
members with them and the vehicle is not departing the area, the deca! will not have to
be removed. , : ' :

¢. When an individual's state license or installation driving privilege is suspended
or revoked, that individual's installation vehicle registration decal is concurrently
terminated. Installation Provost Marshals will annotate the termination in the VRS.
Individuals may resubmit for a post registration decal and driving privileges following
expiration of state imposed suspensions.

d. Installation registration may be continued for family members who remain in the
geographical area when the service member is transferred overseas.

e. If, for a valid reason (i.e., the vehicle was involved in a traffic accident and the
decals were destroyed) prior to termination of registration, individuals must present a
letter from the appropriate commander certifying the reason that decal remnants cannot
be presented prior to a new decal being issued.




f. Lost, stolen, or defaced decals will be |mmed|ately reported (journal entry report
to the FMMC PMO) to the VCC or MP.

2-5. Vehicle registration decal (DD Form 2220) accountability. Installation provost
marshals will implement procedures designed to maintain strict accountability of decals.
Additionally, we must educate soldiers, DA civilians, and family members concerning
the importance of decal accountability.

2-6. Temporary vehicle pass and visitor badge system. The intent of the
Temporary Vehicle Pass and Visitor Badge System is two fold. First, it will provide
flexibility to FMMC employees, family members, and other individuals facing
circumstances (recent PCS, new vehicle, new insurance, rental vehicle) that restrict
them from presenting permanent documentation IAW AR 190-5 for a DD 2220.
Additionally, the system will produce controlled documents to individuals (contractors,
volunteers, retired DoD, MWR event participants, visitors, family members, etc.)
conducting legitimate business on or visiting FMMC.

a. Temporary Vehicle Pass.

(1) Persons applying for a temporary vehicle pass must produce a valid
permanent or temporary state driver’s license, insurance card, and state registration.

(2) The installation VCC or PMO will generate the temporary vehicle pass from
the COPS. The pass will contain the issuing installation logo (top left hand corner),
“Temporary Vehicle Pass” and the name of the issuing installation (centered at the top),
vehicle operator's photo (top right hand corner), pass number, vehicle description,
vehicle owner’'s name, vehicle tag number, destination of the operator, validation
through date, vehicle operator’s statement, vehicle owner’s signature, approving
authority signature, raised embossed seal of issuing authority, and the MDW
watermark. The photo requirement may be exempt for VIP guests/visitors when the
military aides make prior coordination of the visit with the PMO.

(3) If the social security number is used as a driver’s license number, the
vehicle operator has the option to use the VIN number in lieu of the driver’s license
number oh the temporary vehicle pass.

(4) The pass is only valid when the vehicle owner and issuing authority sign the
pass in the appropriate blocks, and the issuing authority embosses the pass. The pass
is valid through 24 hours of the printed pass through date. (See Figure 2-4 for a sample
Tempaorary Vehicle Pass.)

(5) Individuals who qualify for a DoD vehicle registration decal but lack
documents for permanent registration (i.e., state registration after purchasing a new
vehicle, rental vehicle, etc.) will be issued a COPS generated MDW Installation vehicle
pass. This allows access to the FMMC.

(6) Dependants of active duty and retired military personnel may utilize the
temporary vehicle pass (only in the vehicle to which it is registered) to access FMMC.




Military dependants must present a valid DD Form 1173 (Military Family Member
Identification) in conjunction with the temporary vehicle pass to gain access.

(7) Contractors, sub-contractors, and contract employees working in the FMMC
for a period in excess of 30 days and up to one year will receive a COPS Pass and
badge. The Contracting Office Representative (COR) is responsible for ensuring the
original copy of the background check is attached to a request for a COPS pass and
presented to the Operations Officer at the FMMC Provost Marshal Office (PMO). Local
background checks must be current within the last 6 months and updated every five
years.

(a) Contractors required to perform work in sensitive areas and/or who require
access to government computers will need to complete SF85P at the Installation
Security Office. Designated sensitive areas are Contract Security Guards, 1D
Card Center, Food Service and MWR facilities, Child Development Centers, EMO
Maintenance and any individual requiring access to internally controlied areas of
FMMC.

(8) The temporary vehicle pass will be placed on the driver's side dashboard so
as to be easily seen by the security forces. The pass must be presented to the SF.

(9) Security Forces will examine each and every pass during gate and patrol
operations. The SF will ensure that the information on the pass coincides with the
operatot’s license, vehicle tag, and photo,

(10) Temporary vehicle passes (like state vehicle tags) are nontransferable to
other vehicles.

b. Temporary Visitor Badge (sée Figure 5-5 for a sample of the Temporary Visitor
Badge). ' ‘

(1) Persons applying for a temporary visitor bédge must present an authorized
~ form of identification to the VCC or PMO.

(2) The installation VCC or PMO will generate the visitor badge from the COPS.
The pass will contain "Visitor Badge” (top centered); name of issuing installation
(centered below “Visitor Badge”); visitor's photo (left justified below installation name);
date of birth, race, sex, height, weight, eye color, hair (right of the photo); visitor's name
(centered below the photo characteristics information), badge expiration date (center
~ below the name), visitor's destination (left justified below expiration date), visitor's POC
for visit (below destination), phone number for POC (below POC name), type of visitor,
i.e., contractor, volunteer, etc., and badge number (centered bottom of the badge).

(3) The badge is valid through 24-hours of the printed pass through date.

(4) The visitor badge must be presented to the SF.

10




(5) The visitor badge only allows the pass holder to enter onto the issuing
installation and proceed to the destination of official business or visitation. Additionally,
the visitor badge must be used in conjunction with another form of picture identification
(i.e., state driver's license, state identification card, etc.), and access control personnel
will examine each and every pass during gate and patrol operations. Expired passes
will be confiscated by the access control personnel

(6) Temporary Visitor Badges (like state driver's licenses) are nontransferable
to any individual other than the recipient of the badge.

c. Installation agencies or organizations requesting the issue of installation or

COPS generated passes or badges must either submit to the installation PMO signature
cards or a list of personnel authorized to request installation access control documents.

11
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Department of Defense Vehicle Registration
Decal Components

Expiration
Date

SCHNT BARE BRIV TR

Installation Tab
Commissioned and Warrant Officers,
Active, Reserve and Retired.

Installation Civilian Employees.

Enlisted Personnel,
Active, Reserve and Retired.

Comrrierical Vehicles with
Contracts on MDW Installations.

Placement of Decals...

DoD Vehicle Registration Decal- must be affixed to the
outside of the window. General Officers atid Flag
Officers of the Armed Forces, Arrvied Forces
Secretaries, Political Appointees, Members of
Congress and the Diploriatic Corps are Exempted
from this Reguirement.

Figure 2-2




TEMPORARY VEHICLE PASS

No Photo

Availabl
FT MYER, VA vanane
"
PASS#: 3795786 Pass Issue Date: 12/14/2007 11:15:46
Name: NIEVES, ERIKA Tag # KFS 4598 VA

Vehicle: MIN] COOPER COOPER, RED, COUPE

Dest/Purpose: MDW

VALID THRU: Saturday, 15 December 2007

THE OPERATION CF A POV ON A MILITARY INSTALLATION IS A PRIVILEGE EXTENDED BY THE INSTALLATION COMMANDER
SUBJECT TO COMPLIANCE WITH APPROPRIATE STATE LAWS PERTAINING TO FINANCIAL RESPONSIBILITY, SAFETY
INSPECTIONS AND REGISTRATION; TO CONDITIONS ESTABLISHED IN PARAGRAPH 2-1, AR 190-5 AND AR 190-5-1; AND OTHER
APPROPRIATE REGULATIONS. FAILURE TO COMPLY WITH SUCH LAWS AND REGULATIONS MAY RESULT IN AN ADMINISTRATIVE
SUSPENSION OR REVOCATION OF DRIVING PRIVILEGES OR TERMINATION OF INSTALLATION REGISTRATION.

SIGNATURE: APPROVED BY:
‘ ERIKA NIEVES ENIEVES

Visitor Badge

FT MYER, VA

DOB: 1970/07/04
Race: WHITE
No Photo Ethnicity:
Available ST
Height: 5'01"
Weight: 132
Eye Color: BROWN
Hair Color: BROWN

ERIKA
NIEVES

. Expires: 2007/12/15
| Destination;: MDW
POC:

Phone:
Visitor Type:

Badge # 3795786




